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Case 1

Former VP for HP Guilty of IBM Trade Secret Theft
•By David Kravets
•July 11, 2008 |
•12:25 pm |
•Categories: Crime 
•
A former Hewlett Packard vice president pleaded guilty Friday in federal court to one count of trade-
secret theft for forwarding "confidential" IBM sales information to his HP superiors.
Atul Malhotra, 42 of Santa Barbara, California, was the HP vice president for imaging and printing 
services and was fired from his job in September 2006.
Malhotra formerly was the director of IBM global printer sales between 1997 and 2006. Two months Malhotra formerly was the director of IBM global printer sales between 1997 and 2006. Two months 
before he moved to HP, he requested and received an internal memo titled "IBM Global Services, CC 
Calibration Metrics," which was marked "IBM Confidential" on each page, according to court records.
The authorities said a pricing coordinator for Armonk, New York-based IBM informed the defendant that, 
"given the sensitive nature of the material, please do not distribute."
Two months later, in May, he became an HP vice president. The authorities claim he e-mailed the IBM 
document to an HP senior vice president, who is not named in the filing, on July 25, 2006. The subject 
line said "For Your Eyes Only." He is accused of performing the same act with another HP senior vice 
president two days later.
According to the government, "the trade secret information, marked confidential on each page, included 
data concerning product costs and materials that IBM used to compete in the marketplace."
Palo Alto-based HP, which has been embroiled in its own spy scandal, said the company immediately 
notified the authorities and IBM of the theft.
U.S. District Judge Jeremy Fogel of San Jose set an Oct. 29 sentencing date. Malhotra faces a 
maximum 10-year prison term.



WikiLeaks Breach: Lessons Learned Regarding Trade Secret 
Theft
November 29, 2010 21:33
by Michael R. Greco If the recent WikiLeaks release of more than a 
quarter-million sensitive files is not a wake-up call to companies about 
the need to proactively protect confidential information, nothing 
is. The lesson is clear. When it comes to protecting trade secrets, 
preventative measures are as important, if not more important, than 

Case 2

preventative measures are as important, if not more important, than 
remedial measures.
:
:
Pfc. Manning summed up the flaws that enabled him to carry out his 
theft: “Weak servers, weak logging, weak physical 
security, weak counterintelligence, inattentive sig nal 
analysis…. A perfect storm. ” The bottom line – don’t leave 
yourself vulnerable to the whim of a disgruntled 
employee.



Samsung Chinese worker accused in information leak
2011-04-13 15:21 
SEOUL, April 13, 2011 (AFP) - A Chinese employee of South Korea's
Samsung Electronics has been arrested for allegedly trying to leak
confidential business information, a Seoul prosecutor said Wednesday.
The 40-year-old woman is suspected of photographing confidential
documents about sales plans and key technologies and storing the
image files in her personal laptop.
:

Case 3

:
:
“The leaking of confidential business information to a forei gn firm
is punishable by up to 10 years in jail…” South Korean prosecutors
in recent years have investigated numerous claims of technology or
business secrets being leaked to domestic or foreign rivals.
In February last year two people were charged with stealing trade
secrets from Samsung Electronics and selling them to a Chinese home
appliance company.
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Case 4

Sony executives bow to apologise at a press conference at the Sony headquarters in Tokyo on May 1,
2011. — AFP pic
TOKYO, May 13 — Japanese entertainment and technology giant Sony faces a battle to regain the trust
of millions of consumers after online networks integral to its strategy were hacked, say analysts.
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ISO/IEC 27001 
INFORMATION TECHNOLOGY - SECURITY 
TECHNIQUES - INFORMATION SECURITY 

MANAGEMENT SYSTEMS (ISMS) -MANAGEMENT SYSTEMS (ISMS) -
REQUIREMENTS



Specifies the requirements for:

• establishing
• implementing
• operating
• monitoring

ISO/IEC 27001 

• monitoring
• reviewing
• maintaining and improving

an Information Security Management System
(ISMS).



Conformance to this standards means an
organization has a management system
that ensure the

� CONFIDENTIALITY

ISO/IEC 27001 

� CONFIDENTIALITY
� INTEGRITY
� ACCESSIBILITY

of its INFORMATION



Information GENERATED, RECEIVED,
RETAINED or TRANSMITTED
MANUALLY or ELECTRONICALLY are
controlled and managed based on the
level of risk to the information.

ISO/IEC 27001 



An ISMS is an assurance to customers
and stakeholders that its information are

• PROTECTED
• SECURED

ISO 27001

from damaged, lost and misused.



ISO/IEC 27001 overview

Risk Assessment

• Identify information assets in organization
• Assess risks, formulate safety measures
• Recognise remaining risks, keep monitoring  

Safety and Security Measures

ASSET
• Anything that has 

value to the 
organisation

• Information

• Organisational – top policy organization, rules
• Human – education, contract
• Technology – IT safety
• Physical – office safety

Continuous Improvement

• Annual plans
• Keep mgt system running effectively
• Audit & mgt review
• Reflect learning to next year plans

• Information
• Hardware/ 

Software
• Know-how
• Business secrets
• People 

Informati
on Risk 
Control

Technologi
cal safety 
measures

Organizatio
nal Safety 
Measure

Physical Safety 
Measure

Human 
Safety 

Measure

PLAN DO

CHECKACT



ISMS PDCA cycle

• Implementation
• Training
• Physical control
• Technical control

• Framework
• Management 

system
• Rules
• procedure

Plan DO

• Monitoring policy 
compliance

• Incident response
• Internal act
• System audit

• Policy 
evaluation

• Mgt review
• improvement

CheckAct



Information Security Management 
System References
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ISO/IEC 27001 PROCESS

Risk assessment 
Risk treatment

Management 
decision making

Selection and 
implementation of 
risks controls

ISO/IEC 27001 Annex A Controls /
ISO/IEC 27002

SECURITY POLICY

ORGANISING INFORMATION SECURITY

ASSET MGT

HUMAN RESOURCE SECURITY

PHYSICAL &ENVIRONMENTAL SECURITY

risks controls

Monitor, review & 
re-assess the risks

Make 
improvements to 
the risk controls, 
select more 
controls

COMMUNICATIONS & OPERATIONS MGT

ACCESS CONTROL

INFORMATION SYSTEMS ACQUISITION, 
DEVELOPMENT & MAINTENANCE

INFORMATION SECURITY INCIDENT MGT

BUSINESS CONTINUITY MGT

COMPLIANCE 



Domains of Security Controls in 
ISO/IEC 27002
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11 domain areas

39 control objectives

133 controls
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Implementation Roadmap
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Continual 
improvement
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Implementation

Security Education & Training

Controls Incident Handling
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Identification of scope

• Management to determine key business area for an ISMS pilot 
project in the organisation

• Could consider the most critical information to be protected such as 
new product’s design, market research, customer’s information

• Identify where the information flows. Where it originated, transferred 
to, storedto, stored

• Document the scope defining 
– boundaries of the ISMS
– characteristic of the business
– Location
– Asset & technology
– Justification for any exclusion from the scope



Common pitfalls  in implementation

• Lack of senior management commitment
• Lack of employee awareness on the developed policies 

or procedure
• Lack of clear understanding on asset classification
• Implementation flaws – failure to integrate ISMS into the 

existing operation
• Lack of resources
• Focus only on controls implementation



Why ISMS ?
• Provides a structured and sustainable approach in protecting one of

the organization most important asset – INFORMATION

• Address the ever increasing security threats from a wide-ranged of
sources: computer assisted-fraud, espionage, sabotage, vandalism,
fire and flood

• ISMS is an assurance to customers & stack holders that their• ISMS is an assurance to customers & stack holders that their
information are secured

• Enhance information security governance within the organization

• Enhance the organization’s global positioning and reputation

• Increase the level of information security in the organization



Minimize potential loss

Security breach is costly to every
organization. It can mean the loss of
reputation, competitive information
and breach of compliance on dataand breach of compliance on data
privacy regulations.
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Among Organizations Certified to ISO/IEC 27001 (ISMS )

• Malaysian Centre For Remote Sensing ( MACRES)
• Heitech Padu Berhad
• ISM Insurance Services Malaysia Berhad
• Malaysia Airports Technologies Sdn Bhd - Malaysian 

Airport   Technologies Sdn Bhd
• Technip Geoproduction (M) Sdn Bhd
• TM Net Sdn Bhd
• Malaysian Electronic Payment System (1997) Sdn Bhd

(MEPS)(MEPS)
• Extol MSC Berhad ( Extol Corporation (M) Sdn Bhd
• EPF - MYEPF
• Jabatan Pendaftaran Malaysia
• MAMPU – PRISM & GCERT
• Cybersecurity
• Ministry of Natural Resources – ICT
• ASTRO – ICT
• PANASONIC (AIR-CON, COMPRESSOR & TV)
• RHB (ICT – NETWORK)



Certification Process

ENQUIRIES

APPLICATIONS

STAGE 1 AUDIT

STAGE 2 AUDIT

SUBMISSION TO CERTIFICATION PANEL

APPROVAL OF CERTIFICATION

ANNUAL SURVEILLANCE AUDIT

RE-CERTIFICATION AUDIT



Audit (Stage 1) – Documentation Review

• To gain understanding of the organization ISMS

• Provide focus for planning of Audit (Stage 2)

• Review documentation as required under clause 4.3.1 of ISO/IEC 27001:
2005

The management system certification mark together with the UKAS accreditation mark may be used in literature, stationery and advertising. “Advertising” shall not 

• Audit findings reported at the end of the audit, highlighting deficiencies

• Deficiencies to be resolved before proceeding with Audit (Stage 2)

• Internal ISMS Audit & Management Review to be conducted prior to
Audit (Stage 2)

• Get consent from organization on accessibility of records during Audit
(Stage 2)



• To confirm that the organization adheres to its own policies, objectives &
procedures

• To confirm that the ISMS conforms with standard’s requirement

• Detailed audit plan sent to client prior to audit – what activities will be
audited, when and by whom

Audit (Stage 2) – Implementation Audit

• Auditors review records, interview personnel and generally observe
operations & implementation of controls

• Certification recommended if no major non-conformance raised

• All non-conformances have to be responded to and closed out before
recommendation is progressed further

• Report presented to client at the end of audit



Approval of Certification

• Report and recommendation by audit team is reviewed

• Recommendation presented to Certification Panel (internal committee) for
approval

• Certification Panel meets every week• Certification Panel meets every week

• Applicant notified of approval after meeting

• Certificate sent to client upon payment of relevant fees



Certification Mark

The management system certification mark together with the UKAS OR
STANDARDS MALAYSIA accreditation mark may be used in literature, stationery
and advertising. “Advertising” shall not include notices, labels, documents or
written announcements affixed to or otherwise appearing on vehicles or flags.
The mark shall also not be used on products and packaging (both primary and
secondary), and on the exterior walls of buildings.



Annual Surveillance

• Minimum one surveillance audit per year required

• Duration based on Guidelines

• Carried out to verify that system is maintained satisfactorily

• Coverage includes:• Coverage includes:
– Re-assessment of risk, updated security plans
– Statement of Applicability
– Sampling of controls and sites
– Corrective Action
– Preventive Action
– Internal ISMS Audit
– Management Responsibility (management review results & action)
– Progress towards continuous improvement



• Carried out every third year for renewal of certificates

• Complete system to ensure that the system as a whole is implemented
satisfactorily

• Duration longer than normal surveillance

Re-Certification

• Duration longer than normal surveillance

• Renewal of certification only if all non-conformances are closed out



Last but not least

Establish an ISMS “for your business”
and “not for certification”
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SIRIM QAS International Sdn. Bhd.

Building 8, No. 1, Persiaran Dato’ Menteri

Section 2, P.O. Box 7035

40911 Shah Alam

Selangor Darul Ehsan


